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Vul... queg?

Y eso se mide?

Mis usuarios y su software
GLPI

CVE-alert
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Las vulnerabilidades de un sistema
son una puerta abierta para posibles
atagues, de ahi que sea tan
Importante tenerlas en cuenta; en
cualquier momento podrian ser
aprovechadas.

WWWw.usj.es



universidad

V&
SANJORGE 3¢

Y eso se mide!

- CVE

« EDB-ID

 BID

 Medidas propias
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RISK AND ASSETS OVER TIME

,’)6
== 700,000,000
@ 675,000,000
S
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_] & 650,000,000
625,000,000
@
Dec'16
Assets
12,863
A (was 12,852)
SITES
Name A

Austin DHCP

AWS

View by site or asset group

Feb"17

Risk Score

685,310,941

A (was 684,118,292)

Assets Vulnerabilities

Mar 17 Apr17

Highest-risk Site

Los Angeles - Full Audi...

A 289,341,536 (was 288,999,872)

Risk Scan Engine
0.0 Local scan engine

0.0 Local scan engine

May 17

Jun"17 Jul"17 Aug 17 Sep“17
Highest-risk Asset Group Highest-risk Asset
All non-Discovery Sites 10.4.19.191

A 685310,080 (was 683,719,488)

Type
Dynamic

Dvnamic

A 1,690272 (was 1,688977)

Scan Status

Scan finished on Tue, Oct 10th, 2017

Oct"7

Scheduled scan finished on Fri, Nov 3rd, 2017

13,500

13,000

sj988Y

12,500

12,000
Nov"17

Highest-risk Tag

Adobe

Scan
@, (/ ol

@2. 2 =

Edit Delete
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Develop Window Help MoEe® 2 L Q F 100%EF WedMay14 4:50PM Q =

e 006

Nessus Enterprise Cloud / Scans / Hosts

[l O] (2] (£]D hpsa 172.26.21.216/himis.hum

Schedules Policies

Comprehensive Scan < Share Export Submit for PCI Audit Trail
Scans > Hosts Vulnerabilities Remediations Notes
Host Vulnerabilities Scan Details
172.26.21.251 Name:
Folder:
172.26.21.100 Status:
Policy:
172.26.21.103 Shared with:
Scanner:
172.26.21.220 Targets:
Start time:
172.26.21.106 End time:
Elapsed:
172.26.21.148
Vulnerabilities
172.26.21.10
172.26.21.160
172.26.21.2
172.26.21.18

172.26.21.159

172.26.21.17

172.26.21.155

172.26.21.219

172.26.21.104

172.26.21.109

172.26.21.147

475 na N4 4EA

Hide Details

Comprehensive Scan

My Scans

Completed

this is the scan to use for PCI

1 user

US Cloud Scanner
172.26.21.0/24

Wed May 14 12:52:57 2014
Wed May 14 14:49:40 2014

2 hours

@ Info

@ Low
Medium
High

@ Critical
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| € o o] o
Irveniory Reporty =
7 | bl Manage nodes ~ B Scan my PC only - & Update report now - ‘
r.- gi-i‘ L'g} _—‘1 ~ %‘ ‘ = L All network alerts 5 - E
Wizard  New Export Import Saan Schedule Network Export Print  Settings
asset ~ audit agent nodes ) Manage networks - network = "5 5N other PC ceanning  summary -4 Se3rth repoet this mow~ -
Manage your network San network Report Optrans
 Network structure ! Moaday, November 26, 2012, 11:55:44 PM Moaday, November 26, 2012, 11:5351 PM 3 A
w® ABC Network - G
IR ey e All soft = Seach . ! Show Medden * - < WS &Gvcup « Tk as - L. Network summary
#5) Network summary (130) & All software
= Collocation (3) Display Manage
POO132 All Bcense keys
7 POD133 Schwars Sle V. : Publsher fo.iL % Deka * B Allhardware
= POD134 | % Microsoft Office 2007 Microsoft 8 » 1 l RN
Devices (15) X 2007 Mcrosch Office Sute Senv Morzech 1 seer 0 1 A Miaslers
o po0w 2007 Micosoh Office system 12 Mcmeoht Copor... 29 ei 0 1
- PO0O1L Activation Assistant for the 2007 Momach Copor.,. 1 e 0 1
oA PO0042 Microscft Ofice 2007 Primary inte .. 12 Mcmech Copor.. 1 1oa 0 =
-} PC0013 Microsoft Oice 2007 Service Pa Moroach 24 0 1
=) PCOOL4 Mcrosoft Ofice Access 2007 12 Mcrosch Copor... ) o 0 ==
o PODOLS Microsoft Ofce Lve Meeting 2007 8  Momach Copor.. 1 el 0 1
o PCOOLS Mcrosoft Ofice PowecFort 2007 12 Momecl Copor... 3 e 0 1
) POOOLY Microsch Ofice PowerPort View,.. 12 Momech Copor., § 0 1
=i POO0LS Microscft Ofice Professonsl Pus... 12 MomsotCopor.. 3 seel O 1
=) POOI9 Microsch Ofice Qandard 2007 12 Mcrosolt Copor.. 1 0 !
= zg\f Microsct Ofice Viso 2007 Serac . Miorosoh 2 seei O 1
& po022 Microscht Oice Visio Sadad 2., 12 Miceach Copor.. 3 0 1
& PCo023 Securty Update for Mcrosoft O Momeoht 23 - 0 1
& P0024 % Microsoft Office 2010 Microsoft 0 not... 0 1
;.n.u' Systems (2) Mcrosoft Ofice Live Addin 1.4 2 Momsolt Copor... 1 st O 1
A Fo0135 Mcrosolt Office Professionsl Plus 20 . 15 Mcsech Copor., 1 toet 0 1
o POO13% Mcrosoft Office Prociing Tools 2013 ... 15 Momeoh Copor... 1 set 0 1
- PDats Seryers (9) 'y Microsolt Offce Smal Busness Corn . 2 Micech Copor 1 wt 0 1 <
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Q repafol {Cepaia) ? * Q glpi O

Aclivos Geslion Herramienlas emento Administracgon ConfliguraGon

Complementos FuslonInventory FusionInventory

< General - Tarcas : Despliegue

Fussaninvantory comauters © 4 Othes computers © 1) v Preparad andwanng 0 Running “0
Successhdl i 0 @Inermce:d

00 — - — - —
19 hour 21 hour 23bour 1howr 3hour 5heour
20hcur 22 hour Ohour Zhour 4hour 6hour

@ NetwordCodipments (SKNMP): 0 Frinters (SNNF) .0 SNMP svitch nataork pons Inked . 0 Pors comected: 0 Pods net connecled: 0
SKMP swatch network ports net linked : O
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Show: [_2_0 :I

Restrict view:

[=]|

| [Fitter | %

Add column: [ BX
67 Result(s) (Download) L
CPU
Account info: Etiquetax ALast im,e,.to..yx Computer userX Operating systemx (:BA;;( (MHZz) Sd Delete E
ORD-DINF-A23-02 2013-05-31 11:40:15 CRD-DINF-A23-02 alum-01 Microsoft Windows 7 Professional 4096 2600 [T X :
Sense etiqueta 2013-05-31 09:29:12 PEDRO-PC Pedro Microsoft Windows 7 Ultimate 4086 2600 A X _
ORD-DINF-A23-03 2013-05-31 07:11:13 ORD-DINF-A23-03 ruben Ubuntu 12.04.1LTS 3854 | 2100 X E
ORD-DINF-A22-03 2013-05-31 07:10:45 CRDl}INPizz-DL praofe Microsoft Windows 7 Professional 2048 2693 [ X L
QORD-DINF-A24-PF 2013-05-31 06:27:19 ORO-DINF-A24-PF profe Microsoft Windows 7 Professional 2048 2700 [ X i
ORD-DINF-A22-10 2013-05-31 06:11:58 SINTESIS-PC Sintesis Wicrosoft Windows 7 Ultimate 3489 3001 [ X |
Sense etiqueta 2013-05-30 16:41:28 DEPARTAMENT-JAV alumne Microsoft Windows 7 Professional 3327 2712 [ X 3
Sense etiqueta 2013-05-30 06:47:30 ALUMNE-PC2 alumne Microsoft Windows 7 Professional 3489 3001 = X i
ORD-DINF-A22-01 2013-05-30 06:40:45 ALUMNE-PC1 alumne Microsoft Windows 7 Professional 3489 3001 [T X [
ORD-DINF-A22-08 2013-05-30 06:27:52 ALUMNE-PC alumne WMicrosoft Windows 7 Professional 3489 3001 A X i
Sense etiqueta 2013-05-29 07:00:50 CARLOS-B alumne Microsoft Windows 7 Professional 2048 2700 X =
ORD-DINF-A22-17 2013-05-29 06:29:50 SERGI-FC alumne Microsoft Windows 7 Professional 3489 3001 = X z
ORD-DINF-A24-01 2013-05-24 11:48:55 ord-dinf-au24-01 profe Ubuntu 12.04.1 LTS 1884 1203 [ X [
ORD-DINF-A24-11 2013-05-23 07:36:31 ORD-DINF-A24-11 ubuntu Ubuntu 12.04.1LTS 1968 2700 [ X |
ORD-DINF-A24-09 2013-05-23 07:35:02 ORO-DINF-A24-09 ubuntu Ubuntu 12.04.1LTS 1968 2700 [ X |
ORD-DINF-A24-14 2013-05-23 07:14:22 CRO-DINF-A24-14 ubuntu Ubuntu 12.04.1LTS 1936 1203 [ X |
ORD-DINF-A24-15 2013-05-23 07:01:54 CRO-DINF-A24-15 ubuntu Ubuntu 12.04.1 LTS 1968 2700 [T X E
ORD-DINF-A24-17 2013-05-23 06:43:48 ORD-DINF-A24-17 ubuntu Ubuntu 12.04.1LTS 1968 1203 [ X .
ORD-DINF-A23-02 2013-05-22 06:40:50 CRD-DINF-A23-02 alum-01 Microsoft Windows 7 Professional 4096 2600 X _
ORD-DINF-A24-16 2013-05-22 06:36:00 CRO-DINF-A24-16 ubuntu Ubuntu 12.04.1LTS 1968 1203 = X g
012338 [
i
N G Py %'?tosgg ¥
TNV 1EC 1M 1A ncrrmmndr finde mheMHiindianc cmvmaibne Qi and ot Rimadbamai 40N —~ -
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Plugin's features

Replace ticket's items association \/ Show prelude alerts in tickets \/
API Access
Prelude URL http://172.24.200.35/ o
API Client ID client_glpi
API Client Secret supersecret
API Access token Connect to Prelude API
Save
API Status
Prelude O

Prelude access token

Prelude alerts

o 00

Prelude logs
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Activos Gestion Herramientas Complementos Administracion Configuracion

super-admin v

' 0 = 0

Abierto Nuevo En curso Cerrado En espera Atrasado

Vista personal Vista de grupo Vista global Canales RSS Todos

Sus peticiones en curso @ Su planificacién
No hay eventos para mostrar
Elementos Descripcion
ID: OTAL SIMAL — e
28746 RAFAEL i General [ —— 1-0) Recordatorios personales +
1D: OTAL SIMAL o ——— .04 (1
28730 RAFAEL i General -0)
D: OTAL SIMAL Recordatorios publicos +
' - Lnmmme——rre— (0 -
28693 RAFAEL i General 0-0)
ID: OTAL SIMAL
28666 RAFAEL i Generat ~ - 0:-0).
ID: OTAL SIMAL
28669 RAFAEL i General (2 - 0)
ID: OTAL SIMAL -
28657 RAFAEL i General i (1 - 0)
ID: OTAL SIMAL - —_——
28668 RAFAEL i Gencral _ -0
OTAL SIMAL
- RAFAEL i General (e (1 -0)
ID: OTAL SIMAL e T — ——
28664 RAFAEL i -0)
1D: OTAL SIMAL =
- T TT— =
28063 RAFAEL i Generat (1-0)
Sus peticiones observadas e
Solicitante Elempntos Descripcion
asociados
OTAL SIMAL ™
- RAFAEL i General (e (1 - 0)
ID: OTAL SIMAL General O —— e —— e SR (2
28664 RAFAEL i -0)
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Inicio Complementos m + Q RS T .
+ Elementos mostrados v contiene v

Gestion Herramientas Complementos  Administracion Configuracion

Muestra (nimero de elementos) 20 « }r Pagina actual en PDF apaisado v | & Desde 1 hasta 2 de 2
o
. - Software - Name manufacturer - Name software - Enlace software
ADOBE ACROBAT PRO 9 adobe acrobat_business_tools @
ADOBE DREAMWEAVER adobe dreamweaver_cs3 @
4+ - Software - Name manufacturer - Name software - Enlace software
T
Muestra (ndmero de elementos) 20 v f Desde 1 hasta 2 de 2

www.usj.es
——————————————————————————————————————————————————————————————————————————————————————————————
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Inicio Complementos m + Q super-admin v

Equivalencia CVE Alert

Nuevo elemento - Equivalencia CVE Alert

Software v i
CVE Manufacturer —
CVE Software Seleciona un Manufacturer

www.usj.es
——————————————————————————————————————————————————————————————————————————————————————————————
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Gestion Herramientas Complementos  Administracion Configuracion

Inicio Complementos m + Q super-admin v

Equivalencia CVE Alert

Nuevo elemento - Equivalencia CVE Alert

Software ADOBE ACROBATPRO 9 a i

CVE Manufacturer
Entidad raiz

CVE Software ADOBE ACROBAT PRO 9

ADOBE ACROBAT PRO 9 EXTENDED
ADOBE AUDITION

ADOBE CREATIVE SUITE DESIGN PREMIUM
ADOBE DREAMWEAVER

ADOBE FREEHAND

0.145 segundos - 8.08 MB ADOBE INDESIGN right (C) 2015-2017 Teclib' and contributors - Copyright (C) 2003-2015 INDEPNET Development Team
AVID MEDIA COMPOSER 4.0 v

www.usj.es
——————————————————————————————————————————————————————————————————————————————————————————————
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Gestion Herramientas Complementos  Administracion Configuracion

Inicio Complementos m <= Q

Equivalencia CVE Alert

super-admin -

Nuevo elemento - Equivalencia CVE Alert

Software ADOBE DREAMWEAVER v | i

CVE Manufacturer adobe

CVE Software acrobat a

drea Q

dreamweaver

dreamweaver_cs3

dreamweaver_cs4

dreamweaver_cs5.5
0.145 segundos - 8.08 MB

dreamweaver mx GLPI1 9.2.1 Copyright (C) 2015-2017 Teclib' and contributors - Copyright (C) 2003-2015 INDEPNET Development Team

www.usj.es
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Inicio Complementos m + Q PR ;
Lista... Equivalencia CVE Alert - adobe acrobat_business_tools v >

Equivalencia CVE Alert
Equivalencia CVE Alert

Software ADOBE ACROBATPRO 9 v i
CVE Manufacturer adobe v
CVE Software acrobat_business_tools

Actualizar m

0.144 segundos - 8.08 MB GLPI 9.2.1 Copyright (C) 2015-2017 Teclib' and contributors - Copyright (C) 2003-2015 INDEPNET Development Team

www.usj.es
——————————————————————————————————————————————————————————————————————————————————————————————
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iniclo Activos Computadores + Q = super-admin K
Lista... Computador - HP 6710
Computador
Software
Sistemas operativos 1
Muestra (nimero de elementos) 20 v Desde 1 hasta 2 de 2
Componentes
Nombre Version Fabricante CVE
Volimenes
ADOBE ACROBAT PRO 9 9 ADOBE
Software 2
ADOBE INDESIGN cs4 ADOBE +
Conexiones
Nombre Version Fabricante CVE

Puertos de red

Gestion

www.usj.es
——————————————————————————————————————————————————————————————————————————————————————————————
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Inicio Activos Computadores + Q == super-admin v
Lista... = : E Tea s i e
Posibles vulnerabilidades %
Computador Fecha de publicacién Score CVE Link
Sistemas operativos 1 2000-10-20 7.6 CVE-2000-0713 %
Muestra (ni Desde 1 hasta 2 de 2
Componentes
Fabricante CVE
Volamenes
ADO ADOBE
Software 2
A ADOBE +
Conexiones
Fabricante CVE

Puertos de red

Gestion

Contratos

Documentos 3
Virtualizacion

Los antivirus

www.usj.es
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CVE Details

The ultimate security vulnerability datasource

Log In Register

Switch to https://
Home

Browse :
Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type
Reports :

CVSS Score Report

CVSS Score Distribution

" CVE-Alert

\ \ Search

| Vlew CVE ]

Vulnerability Feeds & WidgetsNew I e (s N1

Vulnerability Details : CVE-2000-0713

Buffer overflow in Adobe Acrobat 4.05, Reader, Business Tools, and Fill In products that handle PDF files allows attackers to execute arbitrary commands via a long /Registry or

/Ordering specifier.

Publish Date : 2000-10-20 Last Update Date : 2008-09-05

Collapse All Expand All

Select Select&Copy

Scroll To v Comments v External Links

Search Twitter Search YouTube Search Google

Search :
Vendor Search
Product Search
Version Search
Vulnerability Search

By Microsoft References
Top 50 :
Vendors

Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other:
Microsoft Bulletins

Bugtrag_Entries
CWE Definitions
About & Contact
Feedback

- CVSS Scores & Vulnerability Types

CVSS Score

Confidentiality Impact
Integrity Impact

Availability Impact
Access Complexity
Authentication
Gained Access
Vulnerability Type(s)
CWE ID

7.6

Complete (There is total information disclosure, resulting in all system files being revealed.)

Complete (There is a total compromise of system integrity. There is a complete loss of system protection, resulting in the entire system being

compromised.)

Complete (There is a total shutdown of the affected resource. The attacker can render the resource completely unavailable.)
High (Specialized access conditions exist. It is hard to exploit and several special conditions must be satisfied to exploit)
Not required (Authentication is not required to exploit the vulnerability.)

Admin

Execute Code Overflow

CWE id is not defined for this vulnerability

- Products Affected By CVE-2000-0713

# Product Type Vendor

Product Version Update Edition Language

www.usj.es
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e V1 -Beta 1
o Agregar correlacion de datos.
o Consulta del software con la base de datos de CVE.

o \/1-Beta?
o Envio automatico de emaill.
o Listado de ordenadores con el software instalado.
o (Generacidon de informes de vulnerabilidades.
o Configuracion de base de datos propia.

o V1
o Panel central con informacion del estado.
o alguna ocurrencia que aporteis.

WWWw.usj.es
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